NHdopmaumnoHHas namsaTka ons odyyarLlmxcs ans pa3melleHms Ha
oduumanbHbIX MHTEPHET-pecypcax

MpunoxeHune N 2
C kaxabIM rogomM MOJSIoAEeXN B UHTEPHETE CTAHOBUTCS OOMbLUe, a LUKONbHMKN OHU U3 CaMblX aKTUBHbIX
nonb3oBartenen PyHeta. Mexay TeM, MOMUMO OrPOMHOIO KONMYecTBa BO3MOXHOCTEW, MHTEPHET HECET U
npobrnembl. OTa NnamsiTka AormkHa noMo4db Tebe 6e3o0nacHO HaXoOAnUTbLCS B CETU.
KomnbroTepHble BUPYChI
KomnbOTEPHBIN BUPYC - 3TO Pa3HOBUAHOCTb KOMIMLIOTEPHBLIX MPOrpaMMm, OTINYUTENBHON 0OCOOEHHOCTLIO KOTOPOM
SIBNSIETCSA CNOCOOHOCTL K pa3aMHOXeHWI0. B JononHeHne K 3Tomy, BUpYChl MOTYyT MOBPEAUTL UK NMOSHOCTBIO
YHUUTOXUTb BCe paiinbl U JaHHbIE, MOAKOHTPOSIbHbIE NMOMb30BaTEN, OT MMEHM KOTOPOro Gbina 3anyLieHa
3apaXeHHasi nporpamma, a Takke NoBpeauTb UK Aaxe YHUUTOXUTL OrNepaumnoHHY0 CMCTeMY Co Bcemu dhannamm
B Lleriom. B 6onbLluMHCTBE CcriyvyaeB pacnpoCTpaHsaTCs BUPYChl Yepes MHTEPHET.
MeToabl 3aLMTbl OT BP€OOHOCHLIX MPOrpamm:
1. Vicnonb3yn coBpemeHHble onepaLoHHblE CUCTEMbI, UMEIOLLIME CEPLbE3HbIN YPOBEHb 3aLUnTbl OT BPEAOHOCHbIX
nporpamm;
2. [NocTOAHHO ycTaHaBnmean nayvyt (Ludgposble 3annaTki, KOTopble aBTOMaTUYECKN YCTaHaBNUBAOTCH C Lienbio
nopaboTku nporpammbl) 1 apyrue o6HOBNEHNSI CBOEN OnepaumoHHON cnuctembl. CkaumBam Ux TOMbKO C
oduymanbHoro canTa paspabotumnka OC. Ecnu cyLecTByeT pexmmM aBTOMaTU4ECKOro OOHOBIEHUS, BKITHOUN €r0;
3. Pabortai Ha cBoem koMMblOTEPE NOA NpaBamMu Nofb3oBaTeNsd, a He agMMHUCTpaTopa. ATO He NO3BONUT
GONbLUMHCTBY BPEAOHOCHLIX MPOrpamMmm UHCTanIMpoBaTbCs Ha TBOEM NepPcoHanbHOM KOMMbIOTEPE;
4. Vicnonb3yn aHTUBMPYCHbIE NPOrpamMMHble NPOAYKThI M3BECTHLIX MPOM3BOAMTENEN, C aBTOMaTUYECKUM
obHoBMNeHnem 6as;
5. OrpaHunyb uranyecknii 4OCTYN K KOMMNbIOTEPY AMNS NOCTOPOHHUX NKL;
6. Vicnonb3yi BHELLHWE HOCUTEeNV HopMaLnn, Takme Kak dneLuka, GUCK nnu dann 3 MHTepHeTa, TOMNbKo 13
NPOBEPEHHbLIX MCTOYHUKOB;
7. He oTkpbIBaw KOMMNbIOTEPHbIE harinbl, MOMyYEHHbIE U3 HEHAAEXKHbIX UCTOYHUKOB. [laxke Te daiinbl, KoTopble
npvcnan TBOW 3HaKoMbIW. Jlydlue yTOYHM Yy Hero, oTnpaensan nn oH Tebe ux.
Cetu WI-FI
Wi-Fi - 310 He BuA nepegayv faHHbIX, HE TEXHONOrMs, a Bcero nuib 6pena, mapka. Ewe B 1991 rogy
Huaepnangckas komnaHus 3apernctpuposana opeHa "WECA", uto o6o3Havano cnosocoyetanne "Wireless
Fidelity", koTopbIi nepeBoauTCcA Kak "6ecnpoBogHas TOMHOCTL".
[o Hawero BpemeHu fgoluna gpyras abbpesmaTypa, koTopas ABMAETCS Takon e TexHomnornen. 1o
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue ObINo AaHO C HAMEKOM Ha CTaHAapT BbICLUEW 3BYKOBOW TexHUkn Hi-Fi, yto
B NepeBoe 03HavyaeT "BblicoKasd TOYHOCTb".
[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENSX 1 asponopTax ABASETCs OTIIMYHON BO3MOXHOCTbIO BbIXOAa B
WHTEpPHET. Ho MHOrMe akcnepThbl cyMTatoT, 4To obwenoctynHble Wi-Fi cetn He sBnisitoTcs 6e3onacHbIMu.
CoBeTbl No 6e3onacHocTu paboTel B 06wenocTynHbix cetax Wi-fi:
1. He nepenaBaw cBoto nuyHyto nHdopmaumio Yepes obwenoctynHolie Wi-Fi cetn. PaboTasi B HUX, xenaTenbHo He
BBOAWTb MAponun AOCTYynNa, NOTMHbI U KaKne-TO HOMEpa;
2. Vicnonb3yi 1 06HOBMAN aHTUBMPYCHbIE NporpaMMbl U 6paHamayep. Tem cambiM Tbl 06e3onacuib cebs ot
3aKayku BMpyca Ha TBOE YCTPOWCTBO;
3. Mpu ncnonb3osaxum Wi-Fi oTknioum dpyHkuuo "O6wmii goctyn K dpavinam v npuHtepam”. [laHHasa pyHKuus
3aKpbiTa MO YMOMYaHMIO, OOHAKO HEKOTOPbIE MONb30BaTENM aKTUBMPYIOT ee AN yaobcTBa UCMOoNb30BaHNS B
paboTe nnu y4ebe;
4. He ncnonbayn nybnuunein WI-FI ona nepegayn nuyHbIX AaHHbIX, HANPUMEP AN BbiIXo4a B coumarnbHbIe CETH
UNN B 3NEKTPOHHYIO MOYTY;
5. Vicnonb3yi Tonbko 3awmeHHoe coegunHeHune yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAM
nmeHHo "https://";
6. B MmobunsHom TenedoHe oTkmoum yHkumio "Mogkntoyenne k Wi-Fi aBTomaTtnyeckn”. He gonyckai
aBTOMaTUYECKOro NoAknyeHus yctporctea k cetam Wi-Fi 6e3 TBoero cornacusi.



CoumanbHble ceTn

CoumanbHble CETUM aKTUBHO BXOASIT B HaLLY XXM3Hb, MHOTME Nioan paboTatoT U XKMBYT TaM MNOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH MunnvMapg YenoBek, YTo SABMSAETCS O4HOW CEAbMOWN BCEX XUTENeW NiaHeThbl.
MHorve nonb3oBaTenu He NOHUMAIT, YTO MHAOPMaLMS, padMeLLEHHAs UMUN B COLMATbHBLIX CETSIX, MOXET ObITb
HaleHa 1 Ucnonb3oBaHa KeM YrogHO, B TOM YMCHe He 00s3aTenbHO ¢ Onarumm HaMmepeHusimu.

OcHOBHble COBEThI MO 6€30MacHOCTU B coumarnbHbIX CETAX:

1. OrpaHunydb cnvcok apy3sen. Y 1ebst B Apy3bsx He AOMKHO ObiTb CriydYaliHbIX U HE3HAKOMBbIX NOAEN;

2. 3almian cBot YacTHYH XM13Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus 1 Apyryto
NMYHYO MHpopMauuto. 3M0YMbILLNIEHHUKM MOTYT UCMONb30BaTh Aaxe NHOpMaLmMio O TOM, Kak Tbl U TBOU
poAMTENN NnaHupyeTe NPOBECTU KaHWKYIbI;

3. 3awwmian cBoto penyTaumio - 4epXu ee B YANCTOTe 1 3agaBar cebe Bonpoc: xoTen Obl Tbl, YTOOLI Apyrue
nonb3oBaTenu BUAENM, YTO Thl 3arpyxaews? MNogyman, npexae 4em 4To-To onybnvkoBaTh, HanucaTb u
3arpysunThb;

4. Ecnu Tbl roBOPULLL C NIOAbMU, KOTOPbIX HE 3HaELlb, HE UCMOSb3YI CBOE pearlbHOe UMS U APYrYo NINYHYO
NMHGOPMaLMKN: UMS, MECTO XUTENbLCTBA, MECTO y4ebbl U NpoYes;

5. U3beraii pasmelleHus dotorpacuii B IHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTs TBOE MECTOMONOXEHWE;

6. Mpu pernctpauum B coumnarnsHOM CETU HEOBXOAMMO MUCMOSb30BaTh CrOXHbIE NApOnu, cocToswme n3 Gyks 1
LUMdp U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ons coumnanbHOM CETU, NOYTbI U APYrMX CanTOB HEOOXO4MMO MCMONb30BaTb pasHblie naponu. Toraa ecnu Tebsa
B3/TOMatoT, TO 3M0YMbILUNIEHHUKM NOJlyYaT JOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe cpaay.

OneKTPOHHbIE AeHbIv

OnNEeKTPOHHbIE AEHbIM - 3TO 04YeHb YAOOHbIN cnocob nnaTtexemn, OAHAKO CYLLECTBYHOT MOLLEHHUKM, KOTOPbIE XOTAT
Mony4YnTb 3TU OEHbIN.

OnNeKTPOHHbIE AeHbIN NOSBUITMCL COBCEM HEAABHO U MMEHHO U3-3a 9TOr0 BO MHOIMX rocyapcTBax 40 CUX Mop He
NponNMcaHo Npo HUX B 3aKOHaXx.

B Poccun xxe oHY OyHKLMOHUPYIOT M O HUX yXKe MPOMMCaHo B 3aKOHe, rae UX pasaenstoT Ha HECKOMbKO BUAOB -
@HOHVMHbIE U HE aHOHUMHbIE. Pa3Huua B TOM, YTO aHOHWMHBIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBoanTb
onepauun 6e3 naeHTudmKaLum Nonb3oBaTerns, a B HEaHOHUMHbIX MOEHTUdMKaLNUS NoNb3oBaTeNs ABNAETCS
obsasarensHom.

Takxke cnefyeT pasnuyaTb 3NEKTPOHHbIE PUaTHbIE AEeHbIN (PaBHbI TOCYAapPCTBEHHbLIM BantoTaM) U 3reKTPOHHbIe
HedMaTHbIe AeHbIM (He paBHbl rOCYAapCTBEHHBIM BanoTam).

OcHoBHble coBeThbl Mo 6e3onacHom paboTe ¢ 3MeKTPOHHBbIMU AEHbraMu:

1. MNpuBsKM K cHETY MOBUNBHBIA TernedoH. T cambivi yAOOHBIN 1 BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cyety. [NpmBA3aHHbIN TenedoH NOMOXeT, ecnv 3abyaellb CBOM NNATEXHbIN Naporib Uy 3ainfellb Ha CanT ¢
HEe3HaKoOMOro yCTPOWCTBa;

2. Vicnonb3yn ogHopasoBble naponu. MNocne nepexona Ha ycuneHHyro aBTopusaumio Tebe yxe He ByaeT yrpoxaTb
ONacHOCTb KPaXKn Unu nepexsaTta NiaTexHoro napons;

3. Beibepu cnoxHbivi naponb. MpectynHukam 6yaeT He NpoCcTo yrafaTb CNOXHbIM Naponb. HagexHele naponm -
3TO Napornu, KOTopble coaepXaTt He MeHee 8 3HaKOB M BKMOYaloT B cebs CTPOYHbIE 1 MPONUCHbIE OYKBbI, LMpbI 1
HeCKOJIbKO CYMBOJIOB, TakMe Kak 3Hak Josnnapa, yHTa, BOCKMUaTenNbHbIA 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NUYHbIE IaHHbIE Ha cariTax, KOTOPbIM HE JOBEpPSELlb.

OnekTpoHHas noyTa

OneKTpoHHasi noyTa - 3TO TEXHOMNOIMSA 1 NPEAOCTaBNAEMbIE €0 YCIYru MO NEPECHINIKE U NOMYYEHNIO 3MNEKTPOHHbIX
COODGLLIEHUNIA, KOTOPbIE pacnpeaenstoTca B KOMNboTepHON ceTh. OBbIYHO 3MEKTPOHHbIN NMOYTOBbLIV ALLMK BbIFISANT
cnepywowmm obpas3om: nMs_nosnb3oBaTens@umvs_aoMeHa. Takke KpoMe nepegadm npocToro TekcTa, MMeeTcs
BO3MOXHOCTb Nepeaasatb oannbl.

OcHoBHble coBeThbl Mo 6e3onacHon paboTe C 3NEKTPOHHOM NOYTOMN:

1. Hapo BbIGpaTh NpaBunbHbI NOYTOBLINM CEPBUC. B MHTEpHETEe eCcTb OrpoMHbIN BeIGOp 6ecnnaTHbIX MOYTOBbIX
CEpPBMCOB, OAHAKO Nyylle JOBEPATb TEM, KOO 3HaeLllb 1 KTO MEPBLIA B PEATUHTE;

2. He ykasbiBai B NMMYHOM NoYTe NUYHY0 nHdopmaumio. Hanpumep, ny4yie Beibpath "My3blkanbHbivi_haHat@"
unu "pok2013" BmecTo "Temal13";



3. Vicnonb3ayii ByxaTanHyo aBTopu3aumio. OTO Koraa NoMmMo Naporsi HY>KHO BBOAWUTL KOA, NpUChINaembli no
SMS;

4. Bblbepu croxHbIn naposb. [Ans KaXaoro No4ToBOro silMka AOMKEH ObiTb CBOM HAAEXHbIW, YCTONYMBBIN K
B3110MY Nnaporb;

5. Ecnu ecTb BO3MOXHOCTb HanMcaTb CaMOMYy CBOW JINYHbIV BOMPOC, UCMOMb3Yi 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HECKOBbKO MOYTOBLIX ALWMKOB. [MepBbI ANs YaCTHOW Nepenucku ¢ agpecaTtamu, KOTOpbIM Thbl
[oBepsiellb. ATO 3NEKTPOHHbIN aApec He Hafo UCMoSb30BaTh MpPU perucTpaummn Ha dopymax u canTtax;

7. He oTkpbIBan tannbl n gpyrne BnoXeHus B NUCbMax, Aaxe eCnuv OHU NpULLNK OT TBOUX Apy3ei. Jlydlue yTouHu
Y HUX, OTNPaBNsnM v oHW Tebe 3T dainsl;

8. MNMocne okoH4YaHuUsi paboTbl HA MOYTOBOM CeEpBUCE Mepes 3akpbliTUEM BKNadKM ¢ canToM He 3abyab HaxaTb Ha
"Bbintun".

KnbepO6ynnuHr unu BuptyanbHoe nsgeBatenbLCTBO

KnbepbynnuHr - npecrnegoBaHne coobLLEHNSMI, CoaepXKaLLMMM OCKOPOEeHNs, arpeccuto, 3anyruBaHue;
XYJIMraHCTBO; coumarnbHoe 6OMKOTUPOBaHNE C NMOMOLLbH pasnMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynNUHrom:

1. He 6pocatiics B 60i. Jlyymn cnocob: nocoBeToBaTbCs kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTuTbCs, TO BHavarne ycrnokouTbesl. Ecnv Tbl HAYHELb 0TBeYaTb OCKOPGeHNsiMM Ha OCKOpBEHNS!, TO TONBbKO
elle 6onblue pasoxKkellb KOHUKT;

2. YnpaBnsan cBoen kubeppenyTtaunen;

3. AHOHUMHOCTbL B ceTu MHUMasi. CyLLeCTBYIOT CNOCO6 bl BbIICHUTb, KTO CTOMT 3@ aHOHUMHbIM akkayHTOM;

4. He cTouT BECTU XynMraHckmmn obpas BUpPTyanbHON X13HW. VIHTEpHET hukcupyeT Bce TBOU AENCTBUSA U
COXpaHsieT ux. YaanuTb nx OyaeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBol BUPTYasibHYHO YeCTb CMOMOAY;

6. VIrHopvipy eauHnYHbIN Heratue. OgHOpa3oBble 0CKOpPOUTEnbHbIE COOOLLEHNS nyYyLle nrHopnposaTtb. OBbIMHO
arpeccus npekpailaeTcsd Ha HayanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHNSIMU, B COLMATIbHBIX CETSIX €CTb BO3MOXHOCTb
OMOKMPOBKM OTMNPABKN COOOLLEHNI C ONpefereHHbIX afpecos;

8. Ecnu Tbl cBnpgetens knbepbynnuHra. TBov A4eNCTBMA: BbICTYNUTbL NPOTUB NpecrnefoBaTens, nokasaTtb emy, Y4To
€ro eriCTBUS OLeHNBaOTCS HEraTMBHO, NOAAEPXKaTb XXEePTBY, KOTOPOW HYXXHa NCUxonormyeckas noMoLLb,
COo0O0LWMNTL B3POCHbIM O hakTe arpecCuMBHOrO NOBeAEHUSA B CETU.

MobunbHbIN TenedgoH

CoBpeMeHHble CMapTdOHbI 1 NNaHLWeTbl cogepXaT B cebe BnonHe B3pocbii OyHKLMOHAr, U Tenepb OHU MOTyT
KOHKYpVpOBaTb CO CTaLMOHapHbIMY KoMmnbloTepamu. OgHako, cpeacTB 3allmThl ANs NOA0OHbIX YCTPOMUCTB Noka
o4eHb mano. TecTMpoBaHme 1 NOUCK YSI3BUMOCTEN B HUX NMPOUCXOANT He Tak MHTEeHCUBHO, kak ang MK, 1o xe
camoe KacaeTcs 1 MOBUIbHbIX NPUIOXEHNN.

CoBpeMeHHble MobunbHbIE Bpay3epbl y)Ke MpakTUYecKkn JOrHanM HacTOmMbHbIE aHanoru, OAHaKo pacLuMpeHne
dyHKLMOHana BneYveT 3a cobomn 60MbLIY0 CMOXHOCTb Y MEHbLLYHO 3aLLMLLEHHOCTb.

[aneko He BCe Npon3BOANTENM BbiNycKkaloT OOHOBMNEHWS, 3aKpbiBalOLME KPUTUYECKME YA3BUMOCTU ANSA CBONX
YCTPONCTB.

OCHOBHble coBeThI A1 6e30nacHOCTM MOOWIbHOro TenedoHa:

Huyero He aBnsieTca no-HactoswemMy 6ecnnaTHbiM. Byab ocTopoxeH, Beab korga Tebe npeanaratT 6ecnnaTtHbln
KOHTEHT, B HEM MOTYT ObITb CKpbITbI KAKMe-TO MMaTHbIE YCIyTu;

Oyman, npexage yem otnpaBuTe SMS, oTo nnm Braeo. Tbl TOYHO 3HaELLb, rAe OHM OyayT B KOHEYHOM utore?
Heobxoaumo o6HOBNATL OnepaLMoHHY CUCTEMY TBOEro CMapTdoHa;

Vcnonb3yi aHTMBUPYCHbIE MPOrpamMmmbl Anst MOGUNbHBLIX TENE(OHOB;

He 3arpyxan npunoxeHns oT HEM3BECTHOIO UCTOYHWKA, BEAb OHWM MOTYT coepXaTb BpeAOHOCHOE NporpaMMHoOe
obecneyeHue;

Mocne Toro kak Tbl BbIAEWb C CanTa, rae BBOAWUI NNYHYI0 MHAOPMaLmMio, 3aiam B HacTpoviku 6paysepa 1 yoanm
cookies;

Mepunoanyeckn NpoBepsin, Kakue nnaTHble YCIyru akTUBMPOBaHbI HA TBOEM HOMEPE;

[asai cBo HoOMep MOBUNBHOrO TernegoHa TOMNbKO MOAAM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSiellb;

Bluetooth gormkeH ObITb BbIKMOYEH, KOraa Tbl MM HE Nonb3yellbcs. He 3abbiBan nHorga npoBepsTb 3TO.



Online urpsbl

COBpEMEHHbIE OHNAMH-UrPbI - 3TO Kpaco4Hble, 3axBaThiBalOLLME pa3BrievYeHnsi, 00beANHAOLME COTHU ThicaY
YernoBek Nno BceMy Mupy. rpoku nccnenyroT AaHHbI UM MUP, oBLLatoTest ApYr C APYroM, BbIMOMHAT 3a4aHus,
cpaXatTCsl C MOHCTPaMu 1 Nosy4atoT onbIT. 32 YAOBONBLCTBME OHU NNATAT: MOKYNaKT ANCK, ONavynBatoT
aboHEMEHT unu npuobpeTatoT Kakme-To OnuuK.

Bce aTv cpeacTBa nayT Ha noadepxaHue 1 pasBuTve Urpbl, a Takke Ha caMy 6e30MacHOCTb: COBEPLLEHCTBYHOTCS
CMCTEeMbl aBTOpU3aLMK, BblMycKaTca HOBble NaTyn (LndpoBbie 3annaTky A4S nporpaMmm), 3akpblBatoTcs
YSI3BMMOCTMW CEPBEPOB.

B nogo6HbIX nrpax CTouT onacaTtbCsl He CTONIbKO CBOMX COMEPHMKOB, CKOJIbKO Kpakn TBOEro Naposis, Ha KOTOPOM
OCHOBaHa cucTema aBTopu3auum 6onbLIMHCTBA Urp.

OcHOBHble coBeTbI N0 6e30MacHOCTN TBOErO UIPOBOrO akKayHTa:

1. Ecnv gpyroi urpok BegeT cebsi nnoxo nnu cosgaet Tebe HENPUSITHOCTH, 3abOKMPY I ero B CNCKE UTPOKOB;
2. MNoxanyinca agMUHUCTpaTOpaM Urpbl Ha NII0X0€e NOBEAEHME 3TOrO UIPOKa, KenaTernbHO NPUNOXUTL Kakne-To
[okasaTenbCcTBa B BUAe CKPUHOB;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne urpbl;

4. YBaxaw Apyrmx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeoduumnanbHble naTim U MOAbl;

6. Vicnonb3yi CnoxHble U pasHble naponu;

7. Oaxe BO BpeMsi Urpbl He CTOUT OTKMYaTb aHTUBMPYC. [oka Thl Urpaellb, TBOW KOMMLITEP MOTYT 3apas3uThb.
DULWNHI UNY KpaXa JINYHbIX AaHHbIX

OO6bIYHOW Kpaxen geHer 1 JOKYMEHTOB CerofHs yXXe HUKOro He yAMBULLb, HO C Pa3BUTUEM UHTEPHET-TEXHONOMI
3MOYMBbILLMEHHWKN NEPEMECTUIINCH B UHTEPHET, N NPOAOIKAKT 3aHUMaTbCA "nobumbim" genom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLEHHUYECTBA U OULLKHT, rMaBHas Lienb KOTOPOro COCTOUT B
nonyYeHnn KoHMAEHUManbHbIX 4aHHbIX NONb30BaTENEN - TOTMHOB M Naponen. Ha aHrnuinckom sa3bike phishing
yntaetca kak duwmHr (ot fishing - peibHas noens, password - napornb).

OcHoBHble coBeThbl No 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBouMM akkayHTOM. Ecnm Tl nogo3peBaellb, YTO TBOSi aHKkeTa Obina B3noMaHa, To Heob6xoanmo
3abnokmpoBaTb €e 1 coobLmnTb agMuHUcTpaTopam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yn 6e3onacHble Be6-caliThbl, B TOM YUCTe, MHTEPHET-MarasmHOB M NMOMCKOBbIX CUCTEM;

3. Ucnonbayi cnoxHble 1 pasHbie naponu. Takum obpa3om, ecnv Tebs B3noMaroT, TO 3M10yMbILLNEHHMKM nonyyar
OOCTYN TONbKO K OfHOMY TBOEMY Npodusio B CETU, a HE KO BCEM,;

4. Ecriv Tebs B3nomanu, To Heobxoaumo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble A06aBneHbl y Teb5 B
Opy3bsX, O TOM, 4TO Tebsi B3nomanu n, BO3MOXHO, OT TBOEro nmeHun byaet pacchinaTbCsa Cnam U CCbIMKN Ha
(PULLMHIOBbIE CaNThI;

5. YcraHoBu HagexHbIi naponb (PIN) Ha MobynbHbIN Tenedon;

6. OTknNoYM coxpaHeHne napons B bpaysepe;

7. He oTkpbIBan cannel n gpyrne BrnoXeHus B NUCbMaXx, AaXe €Criv OHW NPULLNK OT TBOMX Apy3en. Jlyyie yTo4Hun
Y HUX, OTMNPaBNsnu v oHn Tebe aTn danneol.

Undposas penyrauus

LindpoBas penytaums - 370 HeraTMBHas nnu No3nTUBHasa MHGopmMaLmsa B cetn o Tebe. KomnpomeTupyrowas
NHGOPMaLMs, pa3MeLLleHHasl B MIHTEPHETE, MOXET Cepbe3HbIM 00pa3om OTPasnTbLCS Ha TBOEW pearnbHOW XU3HU.
"LUndpoBasg penytaumsa” - aTo TBOM UMNOXK, KOTOPbIN hopMmnpyeTcs n3 nHdopmMarmm o Tebe B MHTEpPHETE.

TBOE MECTO XNUTenbCTBa, y4ebbl, TBOE (hMHAHCOBOE NOMOXEHNE, 0COOEHHOCTN XapakTepa 1 pacckasbl 0 6rm3sKux -
BCE 3TO HaKannnBaeTcs B CETW.

MHorvne nogpoCTku NErkOMbICIIEHHO OTHOCATCA K NyGnukaumm nnyHom nHdopmMauum B VIHTepHeTe, He NoHMMas
BO3MOXHbIX MNOCNEACTBUNA. Thbl AaXe HE CMOXeELLb AoragaTtbCcsl 0 TOM, YTO poTorpadus, pasmeLleHHas 5 net
Hasag, cTana npu4nMHOM OTKasa NpuHATbL Tebs Ha paboTy.

KommeHTapuwn, pasmelleHne TBomx potorpacdumin n apyrue 4encTBmMsa MOryT HE UCHE3HYTb AaXe Mocre Toro, Kak
Tbl X yAanuwb. Tel HE 3HAELb, KTO COXpaHUn 3Ty MHOpMaLMio, nonana fiv OHa B MOUCKOBbIE CUCTEMbI U
COXpaHunacb N OHa, a rMaBHOE: YTO NodymMatoT 0 Tebe oKkpyXKatoLme MoL4N, KOTopble HANAYT U YBUAAT 3TO.
HanTtn nHdopmaLmio MHOro neT CnycTsi CMOXET Nnobow - Kak 13 Ao6pbIX NOBYXAEHUI, Tak 1 C HAMEPEHNEM
NPUYYHUTE Bped. OTO MOXET ObITb KTO YroAHO.



OcHoBHble COBETbI MO 3aLmTe LM poBoi penyTaumm:

1. Mopgymaii, npexage Yem 4To-TO NYy6nUKoBaTb U NepedaBaTth y cebs B 6ore nnm B coumanbHOM CeTu;

2. B HacTpoWnkax npoduris ycTaHOBW OrpaHuyYeHns Ha NpPoCMOTP TBOEro Npomuma U ero coaepxmMmoro, caenawv ero
TONbKO "Ans Apysen”;

3. He pa3mellaii 1 He ykasbiBai MHOPMaLMI0, KOTopasi MOXET KOro-nmbo ockopbnsaTb unm obmxaTts.

ABTOpCKOE npaBo

CoBpeMeHHbIe LUKOMbHUKN - akTUBHbIE NOMb30BaTeNM UMdpoBoro npoctpaHcTea. OgHaKo Janeko He BCe 3HaloT,
YTO NONb30BaHWE MHOTVIMU BO3MOXHOCTAMY LM POBOro mupa TpedyeT cobnogeHunsi npaB Ha MHTENMeKTyanbHyo
COBCTBEHHOCTD.

TepmuH "vHTennekTyanbHasi COBCTBEHHOCTL" OTHOCUTCS K PasfMyHbiM TBOPEHUSIM YEroBEYECKOro yma, HaunHas ¢
HOBbIX N306peTeHuii 1 3HakoB, 0603HavaroLLMX COBCTBEHHOCTb Ha NPOAYKTLI U YCIYrK, U 3akaH4YnBasi KHUramu,
doTorpadmamm, KWUHOPUNbEMaMU U My3blKarnbHbIMW MPON3BEEHNAMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHy COOCTBEHHOCTb Ha NPOU3BEOEHUS HayKu1, NUTepaTypbl U
nckyccTea. ABTOpPCKME nNpaBa BbICTYNalT B KA4ECTBE rapaHTUmM TOro, YTO UHTENNEKTYanbHbIN/TBOPYECKUA TPYA,
aBTopa He OygeT HanpacHbIM, AacT eMy crpaBenuBble BO3MOXHOCTM 3apaboTaTtb Ha pe3ynbTaTax CBOero Tpyaa,
Nony41Tb U3BECTHOCTb M Npu3HaHue. HukTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTb €ro
npousBegeHue, pacnpocTpaHaTe, Nyb6nMyYHO AeEMOHCTPUPOBaTh, NpodaBaTk, UMMNOPTMPOBATL, NyckaTe B NpokKar,
ny6nMYHO UCNOMHATL, NOKa3bIBaTb/UCMONHATL B admpe nnn pasmewlatb B IHTepHeTe.

Vcnonb3oBaHue "nmpaTtckoro” nporpammMHoOro obecneyeHms MoXxeT NPUBECTU K MHOTUM pYCKaM: OT NoTepu
OaHHbIX K TBOMM akkayHTaMm Ao GroKnMpoBKM TBOEro yCTPOWCTBA, IAe YCTaHOBIeHa HerneraneHasa nporpamma. He
CTOWUT Takxke 3abbiBaThb, YTO CYLLECTBYIOT neranbHble u 6ecnnartHble Nporpammbl, KOTOPbIE MOXXHO HalWTU B CETU.
O nopTtane

CeTeBUYOK.pd - TBOM IMABHbIM COBETYMK B CETU. 30€Cb Thl MOXELLb Y3HaTb 0 6€30MacHOCTM B CETU NMOHSATHLIM 1
OOCTYMHBIM S13bIKOM, @ NMPU BO3HUKHOBEHUW KPUTUYECKON CUTyaumm obpaTtuTbCs 3a COBETOM. A TakKe NPUHATL
yyacTue B KOHKypcax 1 cTaTb caMbiM LMPOBLIM rpaxxaaHnHoM!



